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The main cryptographic techniques used today allow users to protect data-
at-rest or data-in-transit, but security is not guaranteed when we consider
data-in-use. In fact, to be able to fully leverage external computing resources
such as Cloud Service Providers, users must give them access to cleartext
data, compromising data privacy. There is hence the need for Fully
Homomorphic Encryption (FHE) schemes, that allow to arbitrarily process
data while encrypted, guaranteeing their confidentiality.
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The research program aims at the study and development of cryptographic
schemes in the field of Fully Homomorphic Encryption (FHE). A fundamental
step towards the analysis of the current state-of-the-art will be the study of
the mathematical problems, such as the Learning With Error problem, that
constitute the security of most FHE schemes (such as TFHE [1] and CKKS
[2]), but that are also at the basis of many Post-Quantum Cryptography
(PQC) schemes [3]. The work done in further investigating the security
assumptions of such problems could prove to be extremely useful both for
FHE and PQC schemes, helping in guaranteeing the security of the
cryptosystems even with respect to an adversary in possession of a
Cryptographically Relevant Quantum Computer.

Apart from analyzing the mathematical problems that guarantee the security
of FHE and PQC schemes, the candidate will focus on the state-of-the-art of
Fully Homomorphic Encryption, studying the main FHE schemes that have
been proposed since 2009, when Craig Gentry’s seminal work [4][5] proved
that FHE was possible. In particular, the analysis will focus on the
mathematical description of the schemes and their security (specifically in the
PQC context), together with implementation aspects such as performance,
complexity and resistance against known attacks. In order to do so, the




candidate will also focus on the study of the main cryptographic libraries and
tools that are currently used to implement Fully Homomorphic Encryption
schemes. Another objective is to overcome the main shortcomings of FHE,
mostly related to the very high computational overhead, especially when
compared with cleartext operations.

To better understand the requirements and constraints that FHE schemes
should satisfy, the research activity will also include an in-depth analysis of
the main use case scenarios where FHE could help in improving users’
privacy while allowing them to leverage the computational resources of
Cloud environments. In particular, the research program aims at identifying
the main application scenarios where the security properties of FHE could
become fundamental to guarantee compliance with privacy regulations (e.g.,
GDPR) and allow secure collaboration among different entities, without any
risks for the confidentiality of the exchanged data. Some examples of use
case scenarios for which the use of FHE could be transformative are Cloud
platforms, training and inference for Machine Learning models and supply
chain. A particular focus will be put on the analysis of the impact that a
Cryptographically Relevant Quantum Computer will have on the above-
mentioned scenarios.

Building on the knowledge derived from this analysis, the research program
aims at improving the existing schemes or developing new cryptosystems
that can conjugate strong quantum resistant security with high performance,
fostering the adoption of FHE schemes in the considered use case
scenarios. The research project could also include the implementation of the
proposed cryptosystems on different platforms, so to allow for more precise
analyses of their performance and security.

The activities of this research program will be carried out in close
collaboration with Telsy, the Competence Centre for Cryptography and
Cybersecurity within the TIM-Telecom ltalia group, with more than 50 years of
experience in the field of the design and implementation of cryptography
algorithms and protocols. The candidate will be able to leverage Telsy’s vast
knowledge in both theoretical and implementation aspects of cryptography in
order to reach the main objectives of the present research project. The
relationship with the company will allow the candidate to spend one year of
the PhD program in Telsy’s offices, closely collaborating with Telsy
Cryptography Research Group.
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_The candidate should have a background in Mathematics or Computer




Science relevant to the research activity. Additional preference requirements
are familiarity with cryptographic schemes, Algebra, Number Theory and
knowledge of the mathematical foundations of novel -cryptographic
techniques such as Fully Homomorphic Encryption and Post Quantum
Cryptography. Nice-to-have: programming skills and knowledge of
implementation aspects of cryptographic primitives.




